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“Modeling Regional concepts for renewable energy production and storage in the 
Trinational Metropolitan region of the Upper Rhine” 
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WP7- Data security in smart grids in the RMT

I. Detailed report on the European legislation for the 
security of energy data

II. Report on the survey responses of electricity network 
operators in the three regions

III. Predictive models of data security vulnerabilities in the 
TMO

IV. Recommendation report on trinational protection 
against cyber attacks to enhance energy security



Resources Quality Data
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The energy grid is evolving 
faster than ever and utilities 
have been struggling to keep 
up:

• Distributed energy resources (DERs) 
have changed the way the energy grid 
has worked for the past 150 years.

• The intermittent nature of 
Distributed Energy Resources must 
be counteracted with highly scalable 
data analytics that allow us to detect, 
predict and prevent any issues.

• Governing and sharing data efficiently 
is complicated by overwhelming 
amounts of data and the involvement 
of too many teams.

Moving from Geopolitics security



Power systems 

Information 
Technology 

Communication

CPS 

• More Sophisticated attacks that bypasses the 

barriers of software protection
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• Despite the fact that cyber intrusions on cyber-physical systems (CPSs) can be found under different terms.

• These attacks can still be classified according to the one or multiple security criteria they are jeopardizing.
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Availability

Integrity

.

Objectives: 
⚫ Degrade: Reduce the efficiency of the attacked system
⚫ Paralysis: Stop the attacked system
⚫ Destroy: The attacked system is physically damaged

• DoS (Denial of service ) 

• FDI ( False Data Injection) 
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• Complexity – interoperability

• Difficulty to trace attack impacts

• multidisciplinary solution- cope with Energy 
market
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• Microgrid works as a subsystem or building
blocks in the smart grid environment

• Decentralization

• Self-controlled entity as they have a complete
control system

• Compatible: they operate in synchronous with
the main grid

• Stable while changing the mode of operation

• Low-cost ( management costs, long distance
transmission lines)
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• (PMS) is more critical in microgrids

• Microgrids represent a tempting target for attackers  
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• State of the art on the latest technical approaches used in attack 

detection, risk or impact estimation, in addition to resilience and 

protection methods.
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Recurrent Neural networks (RNN)

AutoRegressive eXogenous
Neural Network (NARX)

Levenberg-Marquardt algorithm

The offline training method 
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IDS

IDS based on artificially intelligent 

models



• AC microgrid :

- The connected microgrid is a more common 

- The fear of triggering a cascading failure

- Same hypothesis
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ISIE2021-Kyoto 
The 30th International Symposium 

on Industrial Electronics 

Session: Modelling, Simulation, Protection and 
Control of Smart Grids II

https://events.infovaya.com/session?id=12919


THANK YOU FOR LISTENING


