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CONTEXT ( PROJECT FUND

¥ R=S-TMO

WP7- Data security in smart grids in the RMT

Detailed report on the European legislation for the
security of energy data

Report on the survey responses of electricity network
operators in the three regions
Predictive models of data security vulnerabilities in the
TMO

. Recommendation report on trinational protection
against cyber attacks to enhance energy security



Moving from Geopolitics security

The energy grid is evolving
faster than ever and utilities

have been struggling to keep

Resources




 More Sophisticated attacks that bypasses the

barriers of software protection
InIT network Power systemsSmart Grid network -
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Despite the fact that cyber intrusions on cyber-physical systems (CPSs) can be found under different terms.

These attacks can still be classified according to the one or multiple security criteria they are jeopardizing.

Security objective Attack target Attack way o DOS (Denial o f ser'vice )
. Passwaord, code algorithm Decode
Confidenuality .
Network channel Tapping
Elecincal parameter Incorrect value
Integrity Switcher Fake order
Time info. Fake time info, . . °
 FDI ( False Data Injection) |
Commumcation system DDoS ( l n teg rl ty

Availability - = - s
Communication systet Comumunication delay

Obijectives:
Degrade: Reduce the efficiency of the attacked system
Paralysis: Stop the attacked system
Destroy: The attacked system is physically damaged °



entso@

Interconpected network
of Continental Europe

20189

30

-

1T

&
-
2
-
-
=
-
L
=
-
-
o
-
:




‘i

7
7
7
7
7

Poi b b b ok o

SOOI
AN

Complexity - interoperability
Difficulty to trace attack impacts

multidisciplinary solution- cope with Energy
market



Microgrid works as a subsystem or building
blocks in the smart grid environment

Decentralization

Self-controlled entity as they have a complete
control system

Compatible: they operate in synchronous with
the main grid

Stable while changing the mode of operation

Low-cost ( management costs, long distance
transmission lines)
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(PMS) is more critical in microgrids

Microgrids represent a tempting target for attackers

| g
B ftion reswork Vowwetas --l MGCC
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] : . -
! : ;
! i i :
3 : k- i, 4
3 MCs Le MCs
: Storage Controliable Renewable
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Utility Grid y
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A Meler Power line,
MEEE: Microgrid Cotiteol Centet Color Code:

MCs- Microsource Coniroliey
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State of the art on the latest technical approaches used in attack
detection, risk or impact estimation, in addition to resilience and
protection methods.

| Open Access || Feature Paper | Review |
Microgrid Cyber-Security: Review and Challenges
toward Resilience

© ®
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WORKSTATION

AC microgrid :
The connected microgrid is a more common
The fear of triggering a cascading failure

Same hypothesis

REAL-TIME SIMULATOR

ACTUAL SYSTEM

Controllers, Protective Relays
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ISIE2021-Kyoto

he 30th International Symposium
on Industrial Electronics

Session: Modelling, Simulation, Protection and
Control of Smart Grids Il

&IEEE s

Detecting Cyber-physical-attacks in AC microgrids
using artificial neural networks

TEIMAS Resemch Imemae Bruns COLICCHIO Dyaffar OULD ABDESLAM
_Felis Imvtrruts TEIMAS Research Imttre TRIMAS Resourch Inatitute
Univeruity of Haute Alsace Universsy of Hante Alaca), Unireity of Haure Alsacas
Albsrt-Ludwgs Unisswry Frbwg Mufhisuse. France Mulboisse France
Mulhodse Franre Snwo celecluio@vha £ daifx ouldabdednaZiu &
Frwowrg, Germmmy
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AntaRegrevive &) Newral Nenoark NARN v degnose
the exisznce of cyber insrnsion tn o fully simulated micregrid An
uh.mmu,hdmhmc[mmm
1o predict the moymal acnive power vignah. Whereas, Derecred
Firudes oc abnormelittes in the extimured signal conld indicare the
ovence of mangpulmed dawm and hence, oyber inravian. The

roposed wethiod iy able o0 capere differens ppes of anucka
mt\bdnfnlnbﬂhprm@ludrqhymdz

Kewords—Cyber-physicel  seenriry,  Recurrewr  Newral
Nenvorks RNN, NABX AC mrcrogrady, FDI
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vymmsdynmu Sywemdentification mmml
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