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Our part of SMI project

Work package 4: Security concepts for 4.1. Comparative security analysis

distributed Smart Grids
4.2. SMI solutions penetration testing
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German SMI systems

* Federal Office
£ for Information Security
» BSIis commissioned by Federal Ministry for Economic Affairs and Energy

» Technical standards have been developed by the BSI together with industry, federal associations,
Federal Data Protection Commissioner, Federal Network Agency and National Metrology Institute

associations & organisations gateway manufacturers
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SMGW - Smart-Meter-Gateway

Wide Area Network (WAN)

Authorized clients (energy and
Home Area Network (HAN) g Seriice providers, SMGW Admin)

Authorized clients (consumers, service engineer)
Controllable Local Systems (CLS)

Local Metrological Network (LMN)
Secure communication platform for the Smart Grid Registered meters

» Transparency of consumption data and privacy compliant transfer of measured data

» Control of consumption and power generation units (load / feed-in management)
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SMGW smart metering system architecture
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Market participants, their tasks, and types of data
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WAN communication

gical Network WAN Wide Area Network
Bus
IC(EMCMACIANAFL] | DATA | Billing data, send ~ once a month
9 , : : ENERGY SERVICE
BILLING CMSI{AES) | TLS(AE) \ CMS(AE) BILLING PROV'DER
TLS(A E)AFL] 1 DATA
SMART METER GATEWAY Power data, send ~ every 15 min
"POWER DATA| |CMS(AES)| TLS(AE) | CMS(AE.S Saba |CMSAE) [ TLS(AE) | CMS(AE) | POWER DATA QRiD
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- = admin
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HAN communication scenarios

TLS

EMT

CLS SMGW
CLS_HAN_ TLS -/ GW_WAN_
TLS CRTAXC. . | , TLS_CRT

CLSEMT 17 %00 weim e simmreniniuneiu S A
Komm.Protokoll

HKS1: Bidirectional communication
in the HAN with authentication
using HAN certificates (service)

HKS2: Bidirectional communication
in the HAN with authentication
using a unique identifier and

Client Socks-Proxy Server Passwo I’d
1. Client Negatiation .
r———— > HKS3: Transparent channel initiated
2. Server Negotiation Konfiguration
3. Authentication Protacol q by CLS
4 Client Request | Socks-por HKS4: Transparent channel initiated
1080 (TCP) 5 Server Request 5] by EMT
7. Server Reply . Server Response
2o . DELE: J HKS5: Transparent channel initiated
by SMGW
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LMN communication

LMN Local Metrological Network
WIRELESS M-Bus
METER DATA (| AES-CBC(E)*CMAC(A)AFL] (( IDATA
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Transport Layer Security (TLS)

. Application Application
* TLS =Transport Layer Security
TLS - o TLS
o Client/server protocol o a o
etwor etwor

>

o End-to-end security
o Authenticity, confidentiality, integrity

e The TLS protocol is complex

o Specified in more than 80 non-formal documents
(RFCs)

o Complex protocol messages with deep nesting

o Rich parameter space (versions, ciphers,
extensions, optional features, ...) with dynamic

neg0t|at|0n
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Fuzzing technology

r | Wireshark_Stackexchange.pcapng
Eile Edit View Go Capture Analyze Statistics Telephony  Wireless Tools  Hel

: » » H == BE g 4 I=|=
: ClientHello (processed by MatrixSSL) | LY. - RERe~=7dE”84an0
o >i (M ] 4oply 2 display filter . <Ctrl-/=
i : [Checksum Status: Unverified]

. H Urgent pointer: @

Handshake Transcript (seen by MatrixSSL) Unauthenticated [SEQ/ACK analysis]
H [Timestamps]
Bttt P ittty )'E TCP payload (349 bytes)
: H v Secure Sockets Layer
: . . ' . . H * TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Random/Ciphers/... Extensions i Injected Extensions Content Type: Handshake (22)
I Version: TLS 1.2 (@x@383)
/ Length: 344
Lext |<---- Lext ----> ¥ Handshake Protocol: Client Hello
/ Handshake Type: Client Hello (1)

v Length: 348
; ; : version: TL5 1.2 (@x@383)
: E . E E Random: 7e4926d7feleb42e3de30Te88470T146200d204640097632. ..

i ClientHello i i Session ID Length: 32
Session ID: a91979b426fc255b35f5bed4616bcbbl51d834359857bele. .
/ Cipher Suites Length: 2
th - —Co th """""""""""" b ¥ Cipher suites (1 suite)
Y Cipher Suite: TLS_AES 256 GCM_SHA3S4 (Bx1382)
Compression Metheds Length: 1

H Compression Metheds (1 method)
H
H : Extensions Length: 265

i Record pay|Oad Extension: server_name (len=24)
Extension: status_request (len=5)
/ / / / / / / Extension: supported_groups (len=18)
Lrec e = = Lrec / / / / / / : Extension: signature_algorithms (len=38)
/ Extension: application_layer protocol_negotiation (len=14)
1 ¥ Extension: supported_versions (len=3)

M mmmmm e e m e m e m e e m e — e — e — e — e ——————————————— H‘ ————————————————————————— )-: Type: supported_versicns (43)
Original ClientHello ' Appended Length: 3

b MlTM Supported Versions length: 2
Supported Version: TLS 1.3 (8x@384)
Updated by MlTM y Extension: psk_key_exchange_modes (len=2)

Extension: key_share (len=163)

Extension: signature_algorithms_cert (len=38)

'::' ol Supported Version (ssl.handshake . extensions.supported_version), 2 bytes
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New TLS server fuzzer based on Response-Guided Differential Fuzzing approach

Stimuli generation OpenSSL server
algorithms instances
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* - Qur intermediate algorithm - == TLS-Attacker
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TLS implementation fingerprinting

Client Hello Possible TLS Servers True Server

Vv Secure Sockets Layer
Vv TLSvl Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x@301)
Length: 214
Vv Handshake Protocel: Client Hello
Handshake Type: Client Hello (1)

OpenSSL /

Session ID Length: @
Lioher Suites Lenath: 128
{lCipher Suites (60 suites)
COMprESSIoN METHGAS LERgEH: 1

Compression Methods (1 method) ,/’

Fwtancinne lanerh: 4Q ’ py, J

3::2:“2:‘35 1.0 (exe3e1) II WII“SS'. OW\SSL
Rand
e (v:1.0.1x)

m) matrixSS.

. |[Extension: ec_point_formats
‘| lExtension: elliptic_curves

| |[Extension: SessionTicket TLS
||Extension: Heartbeat J
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PPC and conexa SMGW testing results e

PPC SMGW
e HAN TLS server implementation GNUtls 3.7.x
 Have working SSH with (public key, password) authentication

:-7”, -_'1-—nv:-w-m.-u-~u—x =

& Al T T T
T £ B 2 s am 7'e
> ‘ TN A " - —s
DE-M 1582
SR

e Got SSH user list via malformed package technique (checked on
raspberry pi with same dropbear SSH 2017.75)

; &

* Tried different brute force software — hydra is the most fast in this case
e Tried 14 344 407 passwords (in more than 2 months). None is correct —“'i
Conexa SMGW ———
« HAN TLS server implementation mbedtls in range of versions from 2.7.x- | e

2 24 x TR
 Documented Socks5 for HKS3. Accept only “Secure Sockets Layer for o cx

SOCKS Version 5" authentication. 0 B

DEM :

* Find undocumented fuzzing protection (tcpwrapped after 25 incorrect == —

TLS client hello messages. = e S
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Other possible attacks. ARP spoofing + MITMproxy for HKS2

victim PC SMGW HAN TLS server

-

ﬁ‘ IP: 192.168.0.10 IP: 192.168.0.164

MAC: [aa:aa:aa:aa:aa:aa] MAC: [bb:bb:bb:bb:bb:bb] = &

HKS2: Bidirectional
communication in the attacker macbook
HAN with

. . . Modified ARP Cache Points
au’Fhen’Flcathﬁ USINg a  15.192.168.0.164 to
unique identifier and MAC: [ccicc:ccice:ccicc]

password IP: 192.168.0.56
MAC: [cc:cc:cc:cciccicc]

Modified ARP Cache Points
IP:192.168.0.10 to
MAC: [cc:cc:cc:cc:cc:icc] (CAL0 R06
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Current work. LTE WAN traffic sniffing

)

CMWS500 wideband radio

tn w %7 communication tester and 2 Raspberry pi with LTE hat
other SDR LTE base stations
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Future plans. Use registered for CLS socks5 proxy to connect to EMP network

g —
CLS — controllable
local system
SMGW
WANA  LMNA
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External market participants
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Thank you for your interest
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All currently found vulnerabilities
belong to the systems information
disclosure (no remote code
execution, data tampering).

Consumption data sniffing in HAN is
possible only when hackers intrude
on a local network.

Both PPC and Conexa
SMGW devices could
be deemed secure at
the current moment of
our research.
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